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Since September 2020 our team has continued to receive vulnerabilities, 

detailed in CVE-2020-14179, by our researchers. This CVE addresses 

vulnerabilities in JIRA software that allow, if successfully exploited, attackers 

access to sensitive information by injecting arbitrary HTML or JavaScript  

via a Cross Site Scripting (XSS) vulnerability in the XML export view.  

All system owners, commercial and military, should address this issue  

by upgrading to the latest version of Atlassian JIRA Server. More information  

can be found at https://iavm.csd.disa.mil/iavm-notice-html/143049
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We are excited to announce the January 2021 DoD VDP 

Researcher of the Month Award goes to Johnathan “nidens” 

Miranda with HackerOne! He submitted a critical IDOR 

vulnerability that if exploited could allow the intercept  

of thousands of medical records containing PHI/PII.  

Keep up the great work and thank you for participating  

in the DoD Vulnerability Disclosure Program! Happy Hacking!


